
On November 24, 1 9 7 1 , a man in a
d a rk suit, white shirt , and sun-

glasses bought a ticket in the name of
Dan Cooper on the 2:50 P.M.No rt h w e s t
O rient flight from Po rtland to Se a t t l e .
Once aboard the plane, he passed a note
to a flight attendant. He was ca r rying a
b om b, he said, and he wanted two hun-
d red thousand doll a r s , four para ch u t e s ,
and “no funny stuff. ” In Se a t t l e, the pas-
sengers and flight attendants were al-
l owed to leave, and the F. B . I . h a n d e d
over the para chutes and the mon ey in
used tw e n ty - d o llar bill s . Cooper then
told the pilot to fly slow ly at ten thou-
sand feet in the dire c t i on of Nev a d a ,a n d
not long after takeoff, s om ew h e re ove r
southwest Wa s h i n g t on , he gathered up
the ra n s om , l ow e red the plane’s back
s t a i r s , and para chuted into the night.

In the aft e rmath of C o o p e r’s leap,
“p a ra - j a ck i n g, ” as it was know n ,b e ca m e
an epidemic in Am e ri can skies. O f t h e
t h i rty - one hijackings in the United St a t e s
the foll owing ye a r, nineteen were at-
tempts at Cooper-style extort i on ,and in
fifteen of those cases the hijackers de-
manded para chutes so that they, t o o,
could leap to fre e d om . It was a cri m e
w a ve unlike any Am e ri ca had seen, a n d
in re s p onse Boeing installed a special
l a t ch on its 727 model which preve n t e d
the tail stairs from being low e red in
fli g h t .The latch was known as the Cooper
Va n e, and it seemed,at the time,to be an
e f fe c t i ve re s p onse to the reign of t e r ro r
in the skies. O f c o u r s e, it was not. T h e
Cooper Vane just forced hijackers to com e
up with ideas other than para ch u t i n g
out of p l a n e s .

This is the great para d ox of l a w
e n f o rc e m e n t . The better we are at pre-
venting and solving the crimes before
u s , the more audacious criminals be-
c om e . Put alarms and improved lock s
on ca r s , and criminals turn to the more
d a n g e rous sport of ca r j a ck i n g.Put guard s
and bull e tp ro o f s c reens in banks, a n d
bank ro b b e ry gets taken over by high-

t e ch hack e r s . In the face of re s i s t a n c e,
c rime falls in fre q u e n cy but rises in seve r-
i ty, and few events better ill u s t rate this
t ra d e o f f than the hijackings of Se p t e m-
ber 11th. The way in which those four
planes were com m a n d e e red that Tu e s d ay
did not simply re flect a failure of our se-
c u ri ty measure s ; it re flected their suc-
c e s s . When you get ve ry good at cra ck-

ing down on ord i n a ry hijack i n g — w h e n
you lock the stairs at the back of the air-
c ra ft with a Cooper Va n e—what you are
l e ft with is extra o rd i n a ry hijack i n g.

The first serious push for airp o rt
s e c u ri ty began in late 1972, in 

the wake of a biza r re hijacking of a
DC-9 flight out of B i rm i n g h a m , A l-
a b a m a . A group of t h ree men—one an

e s caped convict and two awaiting tri a l
for ra p e—demanded a ra n s om of t e n
m i ll i on dollars and had the pilot circl e
the Oak Ridge, Te n n e s s e e, n u clear fa-
c i l i ty for five hours, t h reatening to cra s h
the plane if their demands were not
m e t . Until that point, s e c u ri ty at air-
p o rts had been minimal, b u t , as the
d i rector of the Fe d e ral Av i a t i on Ad-
m i n i s t ra t i on said at the time, “The Oak
Ridge odys s ey has cl e a red the air. ” I n
December of that ye a r, the airlines were
g i ven sixty days to post armed securi ty
o f ficers at passenger-boarding ch e ck-
p o i n t s . On January 5, 1 9 7 3 , a ll passen-
gers and all ca r ry - on luggage were re-
q u i red by law to be scre e n e d , and X-ray
m a chines and metal detectors began 
to be installed in airp o rt s .

For a time, the number of h i j a ck i n g s
d ropped significa n t ly. But it soon be-
came clear that the battle to make flyi n g
s a fer was on ly beginning. In the 1985
h i j a cking of TWA Flight 847 out of
At h e n s — w h i ch lasted seventeen days —
t e r ro rists bypassed the X-ray mach i n e s
and the metal detectors by using mem-
bers of the cleaning staff to stash guns
and grenades in a washro om of t h e

5 0 THE NEW YO R K E R, OC TOBER 1, 2001

ANNALS OF AVIATION

SAFETY IN THE SKIES
How far can airline securi ty go ?

BY MALCOLM GLADWELL

TNY—10/01/01—PAGE 5 0—LIVE OPI ART—R10382RD—133SC.—#2 PAGE

S tri c ter securi ty reduces the fre q u e n cy ofa t tacks while increasing their inte n s i ty.



p l a n e . In re s p on s e, the airlines start e d
to re q u i re back g round ch e cks and ac-
c re d i t a t i on of g round crew s . In 1986,
El Al securi ty officers at Lon d on’s
H e a t h row Airp o rt found ten pounds
o f high explosives in the luggage of
an unwitting and pregnant Irish girl ,
w h i ch had been placed there by her
Palestinian boyf ri e n d . Now all passen-
gers are asked if t h ey packed their bags
t h e m s e lve s . In a string of b ombings 
in the mid-eighties, t e r ro rists b e g a n
ch e cking explosive s - filled bags on t o
planes without boarding the planes
t h e m s e lve s . A i rlines re s p onded by in-
t roducing “bag match i n g” on intern a-
t i onal flights—stipulating that no lug-
gage can be loaded on a plane unless 
its owner is on board as well . As an
a d d i t i onal safe ty measure, the airl i n e s
s t a rted X-raying and searching ch e ck e d
bags for explosive s . But in the 1988
b ombing of Pan Am Flight 103 ove r
Lo ck e rb i e, S c o t l a n d ,t e r ro rists beat that
s ystem by hiding plastic explosives in-
side a ra d i o. As a re s u l t , the airl i n e s
h a ve now largely switched to using CT
s ca n n e r s , a variant of the kind used 
in medical ca re, w h i ch take a thre e -
d i m e n s i onal picture of the interior of
eve ry piece of luggage and scre e n it 

with pattern - re c o g n i t i on softw a re .T h e
d ays when som e one could stro ll onto 
a plane with a bag full of e x p l o s i ves 
a re long gon e .

These are the securi ty obstacles that
c on f ront t e r ro rists planning an at-

t a ck on an airl i n e . T h ey ca n’t bomb an
i n t e rn a t i onal flight with a ch e cked bag,
b e cause they know that there is a go o d
chance the bag will be interc e p t e d .T h ey
ca n’t ch e ck the bag and ru n ,b e cause the
b omb will never get on board . And they
ca n’t hijack the plane with a gun, b e-
cause there is no sure way of g e t t i n g
that weapon on board . The con t e m p o-
ra ry hijack e r, in other word s ,must either
be capable of d evising a weapon that
can get past securi ty or be willing to go
d own with the plane. Most terro ri s t s
h a ve neither the cl eve rness to meet the
first cri t e ri on nor the audacity to meet
the secon d ,w h i ch is why the total num-
ber of h i j a ckings has been falling for
the past thirty ye a r s . Du ring the nine-
t i e s, in fact, the number of civil avia-
t i on “i n c i d e n t s ”w o rl d w i d e— h i j a ck i n g s ,
b om b i n g s , s h o o t i n g s , a t t a ck s , and so
f o rt h — d ropped by more than seve n ty
per cent. But this is where the law-
e n f o rcement para d ox comes in:E ven as

the number of t e r ro rist acts has dimin-
i s h e d , the number of people killed in
h i j a ckings and bombings has steadily
i n c re a s e d . An d , despite all the improve-
ments in airp o rt securi ty, the perc e n t a g e
o f t e r ro rist hijackings foiled by airp o rt
s e c u ri ty in the years between 1987 and
1996 was at its lowest point in thirty
ye a r s . A i rp o rt - s e c u ri ty measures have
s i m p ly chased out the amateurs and left
the cl ever and the audacious. “A look at
the history of a t t a cks on com m e rc i a l
a v i a t i on reveals that new terro rist meth-
ods of a t t a ck have virt u a lly never been
f o reseen by securi ty authori t i e s , ” t h e
I s raeli terro rism expert Ariel Mera ri
wri t e s , in the recent book “Av i a t i on Te r-
ro rism and Se c u ri ty. ”

The security system was caught by sur-
prise when an airliner was first hijacked for
political extortion; it was unpre p a red when
an airliner was attacked on the tarmac by a
t e rrorist team firing automatic weapons;
when terrorists, who arrived as passengers,
collected their luggage from the conveyer
belt, took out weapons from their suitcases,
and strafed the crowd in the arrivals hall;
when a parcel bomb sent by mail exploded 
in an airliner’s cargo hold in mid-flight; when
a bomb was brought on board by an unwit-
ting passenger. . . . The history of attacks on
aviation is the chronicle of a cat-and-mouse
game, where the cat is busy blocking old
holes and the mouse always succeeds in fin d-
ing new ones.

And no hole was bigger than the on e
found on September 11th.

What the attackers understood 
was the stru c t u ral weakness of

the passenger-gate securi ty ch e ck p o i n t ,
p a rt i c u l a rly when it came to the detec-
t i on of k n i ve s . Hand-luggage ch e ck-
points use X-ray mach i n e s , w h i ch do a
good job of p i cking out a large, d e n s e,
and predictable object like a gun. Now
imagine looking at a ph o t o g ra ph of a
k n i fe . From the side, the shape is un-
m i s t a k a b l e . But if the blade edge is di-
re c t ly facing the ca m e ra what yo u’ll see
is just a thin line. “I f you stand the knife
on its edge, it could be anyt h i n g, ” s ays
H a r ry Mart z , who directs the Center
for Non d e s t ru c t i ve Chara c t e ri za t i on at
La wrence Live rm o re La b o ra t o ri e s . “I t
could be a steel ru l e r. Then you put in
c om p u t e r s , hair drye r s , p e n s , cl o t h e s
h a n g e r s , and it makes it even more dif-
ficult to pick up the pattern . ”

The ch a llenge of detecting som e-
thing like a knife blade is made hard e r
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“My parents didn’t wri te it—they just tweaked it.”
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s t i ll by the psych o l o g i cal demands on
X - ray opera t o r s . What they are look i n g
f o r — w e a p ons—is ca lled the “s i g n a l , ”
and a well-documented principle of
human-factors re s e a rch is that as the
“signal ra t e”d e cl i n e s ,d e t e c t i on accura cy
d e clines as well . I f t h e re was a gun in
eve ry second bag, for instance, you could
expect the signals to be detected with
almost perfect accura cy: the X-ray op-
e rator would be on his toes. But guns 
a re almost never found in bags, w h i ch
means that the vigilance of the opera t o r
i n ev i t a b ly falters. This is a s i g n i fica n t
p roblem in many fie l d s , f rom n u cl e a r -
plant inspection to quality - c on t rol in
m a n u f a c t u ring plants—where the job
o f ca t ching defects on , s ay, a car be-
c omes harder and harder as cars be-
c ome better made. “I’ve studied this in
people who look for cra cks in the ro t o r
disks of a i rplane engines,” s ays Colin
Dru ry, a human-factors specialist at 
the Unive r s i ty of B u f f a l o. “R e m e m b e r
the DC-10 crash at Sioux City? T h a t
was a rotor disk.We ll , the pro b a b i l i ty of
that kind of c ra ck happening is incre d-
i b ly small . Most inspectors won’t see
one in their life t i m e, so it’s ve ry diffic u l t
to remain alert to that.”The F. A . A .p e-
ri o d i ca lly plants weapons in baggage to
see whether they are detected. But it’s
not clear what effect that kind of t e s t
has on vigilance. In the wake of t h e
September attack s ,s ome com m e n t a t o r s
ca lled for increased training for X-ray
s e c u ri ty opera t o r s . Yet the problem is
not just a lack of e x p e rt i s e ; it is the
p a u c i ty of s i g n a l s . “Better training is
on ly going to get you so far, ” e x p l a i n s
Douglas Harri s , ch a i rman of An a ca p a
S c ie n c e s , a California-based human-
factors firm . “I f it now takes a day to
t e a ch people the techniques they need,
adding another day isn’t going to make
mu ch diffe re n c e . ”

A soph i s t i cated terro rist wanting to
s muggle knives on board , in other
w o rd s , has a good shot at “g a m i n g” t h e
X - ray machine by packing his bags cl ev-
e rly and exploiting the limitations of
the opera t o r. I f he ch o o s e s , he can also
beat the metal detector by concealing on
his person knives made of c e ramic or
p l a s t i c , w h i ch wouldn’t trip the alarm .
The knife stra t e gy has its dra w b a ck s ,o f
c o u r s e .I t’s an open question how long a
g roup of t e r ro rists armed on ly with
k n i ves can hold off a cabin full of p a s-

s e n g e r s .But if a ll they need is to make a
s h o rt flight from Boston to dow n t ow n
Manhattan k n i ves would suffic e .

Can we close the loopholes that led to
the September 11th attack? Lo g i s-

t i ca lly, an all - e n c ompassing securi ty sys-
tem is pro b a b ly impossible.A new safe ty
p rotocol that adds thirty seconds to the
ch e ck-in time of eve ry passenger would
add more than three hours to the pre p a-
ra t i on time for a 747,assuming that there
a re no additional ch e ck p o i n t s . R e f o rm s
that further encumber the country’s al-
ready ove r s t ressed air-tra f fic system are
h a rdly re f o rm s ; t h ey are self-infli c t e d
w o u n d s . People have suggested that we
s t a t i on armed fe d e ral marshals on more
fli g h t s . This could be an obstacle for
s ome terro rists but an opport u n i ty for
o t h e r s , who could ove rc ome a marshal 
to gain possession of a fire a rm .

What we ought to do is beef up secu-
ri ty for a small percentage of p a s s e n g e r s
deemed to be high-ri s k . The airlines al-
ready have in place a screening tech n o l-
o gy of this sort ,k n own as CA P P S— C om-
puter-Assisted Passenger Pre s c re e n i n g
Sys t e m .When a ticket is purchased on a
d omestic flight in the United St a t e s ,t h e
passenger is rated according to approx i-
m a t e ly forty pieces of d a t a . Though the
p a rameters are cl a s s i fie d , t h ey appear to
i n clude the tra ve ll e r’s addre s s ,c redit his-
t o ry, and destination ;whether he or she is
t ra ve lling alon e ; whether the ticket was
paid for in ca s h ;h ow long before the de-
p a rt u re it was bought; and whether it is
one way. (A recent rev i ew by the De-
p a rtment of Justice affirmed that the cri-
t e ria are not discri m i n a t o ry on the basis
o f e t h n i c i ty.) A sixty - e i g h t - year-old male
who lives on Pa rk Ave n u e, has a fifty -
t h o u s a n d - d o llar limit on his credit ca rd ,
and has flown on the Wa s h i n g t on - New
Yo rk shuttle twice a week for the past
eight ye a r s , for instance, is never going 
to get flagged by the CA P P S s ys t e m . Pro b-
a b ly no more than a handful of p e o p l e

per domestic flight ever are, but those
few have their ch e cked luggage tre a t e d
with the kind of s c ru t i ny that, until this
m on t h , was re s e rved for intern a t i on a l
fli g h t s . Their bags are screened for explo-
s i ves and held until the passengers are ac-
t u a lly on board . It would be an easy step
to use the CA P P S ratings at the gate as
w e ll .Those dubbed high-risk could have
their hand luggage scru t i n i zed by the
s l ower but mu ch more com p re h e n s i ve
CT sca n n e r, w h i ch would make hiding
k n i ves or other weapons in hand luggage
a ll but impossible.

At the same time, h i g h - risk pas-
sengers could be asked to undergo an
e l e c t ronic strip search known as a body
s ca n . In a conve n t i onal X-ray, the rays
pass through the body, leaving an im-
p rint on a detector on the other side.
In a body sca n n e r, the X rays are mu ch
w e a k e r, p e n e t rating clothes but not the
b o d y, so they bounce back and leave an
i m p rint of w h a t ever lies on the surface of
the skin. A body scanner would have
p i cked up a ceramic knife in an instant.
Focussing on a smaller group of h i g h -
risk people would have the addition a l
b e n e fit of i m p roving the detection accu-
ra cy of the securi ty staff: it would ra i s e
the signal ra t e .

We may never know, o f c o u r s e,
whether an expanded CA P P S s ys t e m
would have flagged the Se p t e m -
ber 11th terro ri s t s , but cert a i n ly those
who planned the attack would have had
to take that possibility seri o u s ly. T h e
ch i e f d i s t i n c t i on between Am e ri can and
I s raeli airp o rt defe n s e, at the mom e n t ,i s
that the Am e ri can system focusses on
t e ch n o l o g i cal examination of the bag-
gage while the Israeli system focusses on
p e r s onal interro g a t i on and assessment
o f the passenger—which has resulted in
El Al’s having an almost unblemished
re c o rd against bombings and hijack i n g s
over the past tw e n ty ye a r s . Wider use of
CA P P S p ro filing would correct that short-
c om i n g, and narrow still further the op-
t i ons available for any would-be terro ri s t .
But we shouldn’t delude ourselves that
these steps will end hijack i n g s ,a ny more
than the Cooper Vane did thirty ye a r s
a go. Better law enforcement doesn’t
eliminate cri m e . It forces the cri m i n a l s
who remain to come up with som e t h i n g
e l s e . An d , as we have just been re-
m i n d e d , that something else, a ll too fre-
q u e n t ly, is something worse. ♦
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